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[bookmark: _heading=h.wv29di344pi1]Policy Guide and Checklist
This front page is to guide users in developing their Privacy, Confidentiality and Records Management Policy and Procedures. To help you complete your policy and procedures:
· Basic instructions and choices between specific terms are indicated by yellow highlighting.
· Sections requiring detail are indicated by green highlighting.
Before submitting this document for approval, check that you have: 
☐	Included the document code/version number in accordance with your organisation’s version control procedure.
☐	Replaced all reference to organisation with your organisation name.
☐	Customised or deleted (as appropriate) all yellow highlighted sections.
☐	Drafted content for or deleted (as appropriate) all green highlighted sections.
☐	Customised the Relevant Legislation and Standards, Related Policies and Procedures and Supporting Documents lists.
☐	Customised the supporting documents section (where relevant).
☐	Updated the header and footer to reflect the document name, version and other relevant details for your organisation.
☐	Added a review date.
☐	Logged any changes to policies/procedures in your organisation’s Policies and Procedures Register.
☐	Deleted all footnotes.
☐	Removed QCOSS branding and replaced it with your organisation’s branding.
Delete this page once your Privacy, Confidentiality and Records Management Policy and Procedures has been approved and finalised.

Privacy, Confidentiality and Records Management Policy and Procedures
Document Code / Version Number
Policy Statement		
Organisation protects and upholds the privacy and confidentiality of clients and staff, and uses secure systems and processes for record keeping.
To protect and uphold privacy, and to meet relevant record keeping and information management standards, we:
· collect and use personal information with intentionality, with the relevant person’s consent, for proper purposes, and with appropriate protections;
· only collect the information needed to perform services;
· store all data securely as per relevant legislation, contractual and professional requirements; and
· avoid sharing personal information, purposefully or by omission, unless the relevant person provides informed consent or we are required by law or other binding requirements to do so. 
To maintain confidentiality, we:
· uphold all legal and ethical obligations concerning the handling of confidential information;
· provide information to clients and staff about their rights regarding confidentiality, the processes used to protect these rights, and where any limits to confidentiality exist;
· avoid inappropriate verbal and written disclosure of information about clients and staff within and  beyond the organisation;
· only share verbal and written information about a client with agencies and individuals external to Organisation with the written consent of the client, unless the circumstances are such that legitimate limits to confidentiality apply; and
· take all reasonable steps to protect all information we hold from misuse, loss and unauthorised access, modification or disclosure.
Scope
This policy and associated procedures apply to Organisation as a whole, including all employees, volunteers, and governance body members.
HSQF Related Standards
Human Services Quality Standards Indicator 1.7
Human Services Quality Standards Indicator 4.1
[bookmark: _heading=h.c4jhri7piqiw]Related Legislation and Standards
	Common
Add/customise list as appropriate
	Criminal Code (Child Sexual Offences Reform) and Other Legislation Amendment Act 2020
Human Rights Act 2019
Information Privacy Act 2009
Information Privacy Principles
Privacy Act 1988 (Cth)[footnoteRef:2] [2:  The Privacy Act applies to NFPs with annual turnover above $3 million and those with turnover under $3 million who opt in. The Office of the Australian Information Commissioner provides resources to assist in meeting responsibilities under the act, including information such as Privacy for Not-for-Profits, Including Charities, guides such as the Guide to Undertaking Privacy Impact Assessments, and templates such as the Privacy Management Plan Template.] 

Privacy Amendment (Notifiable Data Breaches) Act 2017 (Cth)
Right to Information Act 2009
Australian Privacy Principles
Service Agreement - Standard Terms, Clause 27
Queensland Government Domestic and Family Violence: Common Risk and Safety Framework
Queensland Government Domestic and Family Violence Information Sharing Guidelines
Department of Child Safety, Seniors and Disability Services Information Privacy Guide
Service Agreement – Standard Terms, particularly Material and Information (terms 16-19)
Office of the Australian Information Commissioner Guide to Undertaking Privacy Impact Assessments
Office of the Australian Information Commissioner Notifiable Data Breaches
Office of Information Commissioner Queensland Guidelines – Privacy Principles

	[bookmark: _heading=h.6cva7i30w8pc]Child Protection Placement Services[footnoteRef:3] [3:  Depending on service types provided, additional DCCSDS policies may apply. See program descriptions and Child Safety Practice Manual for guidance on additional inclusions.] 

Remove row and/or stream(s) if not required
Service Stream:
Child and Family
Department:
DCSSDS
and/or
Child Protection Support Services
Service Stream:
Child and Family
Department:
DCSSDS
and/or
Families
Service Stream:
Child and Family
Department:
DCSSDS
	Child Protection Act 1999
Child Protection Regulation 2023 (particularly section 29)
Department of Children, Youth Justice and Multicultural Affairs Information Sharing Guidelines: To Meet the Protection and Care Needs and Promote the Wellbeing of Children
Department of Child Safety, Seniors and Disability Services Recordkeeping Guide for Funded Non-Government Organisations
Department of Child Safety, Seniors and Disability Services Service Agreement – Funding and Service Details (Child Safety and Youth)
Queensland Aboriginal and Torres Strait Islander Child Protection Peak Limited (QATSICPP) Practice Standards
Queensland Government Child Safety Practice Manual
Queensland Government Domestic and Family Violence: Common Risk and Safety Framework
Queensland Government Social Media Guidelines

	Delete row if not required
Domestic and Family Violence
Service Stream:
Women’s Safety and Violence Prevention Services
Services Department: DJAG
	Child Protection Act 1999
Domestic and Family Violence Protection Act 2012
Domestic and Family Violence Protection (Combating Coercive Control) and Other Legislation Amendment Act 2023
Human Rights Act 2019 (particularly clause 28 Cultural rights - Aboriginal Peoples and Torres Strait Islander Peoples)
Public Guardian Act 2012
Queensland Government Domestic and Family Violence: Common Risk and Safety Framework
Queensland Government Domestic and Family Violence Information Sharing Guidelines
Queensland Government Domestic and Family Violence Services: Practice Principles, Standards and Guidance 
Queensland Government Domestic and Family Violence Services Regulatory Framework
Queensland Government Domestic and Family Violence Support Services Investment Specification
Queensland Government HSQF User Guide – Certification: Domestic and Family Violence Services Supplement

· 


	Delete row if not required
Sexual Violence and Women’s Support
Service Stream:
Women’s Safety and Violence Prevention Services
Department:
DJAG
	Queensland Government Sexual Violence and Women’s Support Services Investment Specification
Queensland Government Queensland Government Interagency Guidelines for Responding to People who have Experienced Sexual Assault
National Association of Services Against Sexual Violence Standards of Practice Manual for Services Against Sexual Violence (3rd ed) (particularly standard 6.4)

	Delete row if not required
Disability Services
Department:
DCSSDS
	Disability Services Act 2006
Disability Services Regulation 2017


Definitions
Add and/or adapt definitions relevant to your organisation’s standards and practices relating to privacy and confidentiality; you may like to use definitions from and refer to relevant standards where available.
Confidentiality: The protection of personal information and limiting any sharing of personal information to situations in which informed consent has been provided and/or legitimate limitations to the right to confidentiality apply.
Information sharing: Providing information about a client/client family to another service provider or statutory authority.
Informed consent: An ongoing process where a client’s/client family’s understanding of potential actions is developed and the client/client family gives approval for a particular decision or action with understanding of all relevant facts. In the context of this document, informed consent refers specifically to approval for relevant information to be shared by one service provider with another.
Integration/service integration/service coordination: Ongoing collaborative planning or service provision by two or more service providers in relation to the same client/client family, to improve the effectiveness and efficiency of service delivery.
Liaising: Communicating between two or more parties for the purposes of arranging or improving support provided by multiple services to a single client or client family.
Personal information: Information about an individual, including but not limited to their identifying details (name, date of birth, image, unique characteristics, signature, identity cards, etc.), ethnicity/nationality, religion or culture, health information, and details of service provision.
Prescribed entity: A government agency or specialist non-government service provider as defined in the Domestic and Family Violence Information Sharing Guidelines.
Privacy: A human right that, for the purposes of this policy and associated procedures, includes the right to control who receives and uses personal information, how personal information is handled, and physical privacy.[footnoteRef:4] [4:  For more information, see the Office of the Australian Information Commissioner What is Privacy?] 

Referral: Providing a client with information about a service or services that may be useful to them (‘cold referral’) or directly linking a client with a service or services by contacting the service/s and arranging or facilitating their contact with the client (‘warm referral’).
Principles 
Add and/or adapt principles relevant to your organisation’s standards and practices relating to collaboration; you may like to use definitions from relevant standards where available.
The principles supporting high quality confidentiality-related practices at Organisation are:
· Confidentiality: We protect the confidentiality of clients/client families and their personal information, including information about their service access.
· Cultural awareness and safety: We take cultural identities and communities into account when making decisions about personal information and information-sharing.
· Human rights: We recognise and uphold the rights to privacy and confidentiality as defined within and beyond the Human Rights Act 2019 and Information Privacy Principles; the right to access and request amendments to their information held by the service; and the right to be treated with dignity and respect in all aspects of service involvement, including in relation to privacy and confidentiality.
· Privacy: Our information collection about clients/client families is limited to that necessary for the delivery of high quality services and to meet our legal and contractual obligations.
· Safety: We recognise that information-sharing has safety implications; we assess and respond to safety risks related to information sharing, particularly but not only in relation to domestic and family violence-related information.
· Self-determination and informed consent: We actively engage clients/client families in determining when and how information about them is shared, and we ensure that everyone engaging with our service is provided with accessible and comprehensible information about the information we collect about them, including how this is and may be used. We recognise that this information must be provided and confirmed in a variety of ways to meet the accessibility and learning needs of diverse clients/client family members, and use appropriate methods to facilitate this. You may wish to specify a relevant standard, such as in the Information Sharing Guidelines: To Meet the Protection and Care Needs and Promote the Wellbeing of Children.
Procedures
[bookmark: _heading=h.3izd07ia0ddr][bookmark: _heading=h.hx8j8s7lhzks]Protection of Privacy and Confidentiality
Organisation only collects information about clients/client families that is necessary for effective service provision, such as adequate assessment, planning and service review, and to meet our contractual and legal obligations. We have controls in place to protect the security and privacy of the information we hold about clients, governance body members, management, staff and volunteers. These controls include:
· Induction, training and supervision of all staff (including managers and volunteers) and governance body members in privacy and confidentiality, including:
· Describe training provided upon recruitment/induction.
· Identify codes/agreements that relate to privacy and confidentiality, how staff and governance body members are informed of these obligations and their agreement to uphold these codes/agreements, and consequences for breaches.
· Outline how you integrate ongoing/continuous professional development on legal and information management responsibilities into all roles.
· Respectful engagement with client information, including outline relevant principles/processes, such as respect for people regardless of special/protected or marginalised characteristics/group membership, use of objective and non-judgemental note-taking and documentation practices, etc.
· Informed consent processes (as detailed below) for the collection, storage, use and disclosure of personal data.
· Secure information storage (as detailed below).
· Processes for protecting privacy in meetings and appointments, including outline, e.g., use of private/sound-proof spaces, use of protected/encrypted messaging/online meeting systems, etc.
· If audio, visual and/or audio-visual material is collected, describe procedures relating to the collection, storage and use of audio-visual material (e.g., where CCTV is in use or sessions are recorded) unless these are entirely covered elsewhere in this document.
· Avoiding inclusion of any personal information in any use of online tools, including but not limited to ‘artificial intelligence’, ‘AI’ or ‘text generation’ tools[footnoteRef:5], except detail any online tools used for records management or referral systems that are subject to the collection and storage principles and procedures detailed in this document. [5:  Note that information entered into such tools is no longer confidential.] 

· Describe how information is respected and protected in the context of any research undertaken or potentially undertaken using client data, if relevant.
· Outline how data is de-identified and used for reporting purposes.
· List all types of information collected, e.g., names (legal), financial information, qualifications/CVs, licences, training records, and other HR records.
· State the right of staff to access and request amendments to these records, and how these is processes are facilitated.
· Outline your archiving and disposal processes.
Disclosure of Personal Information
All personal information is protected and, where disclosure is required, the information shared is limited to (adapt, amend and add to the following as appropriate):
· Information the client/client family has provided informed consent for sharing, such as providing information about ongoing work with the client/client family to another service provider working with the client/client family, in accordance with the Collaborating With Other Organisations Policy and Procedures or writing a support/advocacy letter to promote the client’s/family’s wellbeing or to uphold their rights.
· The information required to access emergency/urgent assistance to address an immediate risk (e.g., information that must be provided to Queensland Ambulance Service in order for emergency paramedic assistance to be accessed or for police to attend an emergency situation).
· The information required to assess and address a child safety or domestic and family violence-related risk, in accordance with the relevant service guidelines/requirements.
· The information relates to a form of abuse or violence that we must report, such as:
· reporting sexual offending against a child, to the police or other relevant authority as per the Criminal Code (Child Sexual Offences Reform) and Other Legislation Amendment Act 2020;
· reporting abuse or reasonable suspicion of child abuse to police or Child Safety Services; and
· responding to domestic and family violence indicators in accordance with the Domestic and Family Violence: Common Risk and Safety Framework and the Domestic and Family Violence Information Sharing Guidelines (see below).
Wherever possible, practicable and safe, informed consent will be sought prior to sharing information to address a risk, as required under relevant legislation or standards. To promote good practice, in a situation where risk and information sharing requirements, or the potential thereof, are identified, the staff member and their manager must ensure that the following steps have been taken (adapt, amend and add to the following as appropriate):
· Consult with a senior staff member, unless the situation requires an emergency response that must not be delayed by the time required for consultation.
· Document the risk, any assessment processes, and all decisions made and actions taken in relation to the risk.
· Make any reports to funding bodies or authorities that are necessary as per the relevant Service Agreement or standards (specify relevant requirements).
· Share information about this process with the client/client family, as deemed appropriate and safe, including their right to make a complaint about decisions/actions taken.
For services not funded to provide specialist DFV support: 
We are familiar with the Domestic and Family Violence: Common Risk and Safety Framework (CRASF) and the Domestic and Family Violence Information Sharing Guidelines. We implement our responsibilities as level 1 responders to domestic and family violence (DFV) risk by outline your processes, such as:
· Education all staff (including management and volunteers) about their responsibilities for responding to indicators of DFV risks, including
· the use of the Level 1 Adult Domestic and Family Violence Routine Screening Tool, or
· ensuring an appropriate staff member with training in using this tool available for consultation during all service times.
· Including the CRASF Fact Sheet 1 and Fact Sheet 2 in all staff induction processes and including DFV identification and response in ongoing professional development processes for all staff.
· Making referral guidance for escalating responses (e.g., referral to a level 2 service) available to all staff at all times.
· Working in accordance with the standards for informed consent, privacy, confidentiality and information sharing in the CRASF and Domestic and Family Violence Information Sharing Guidelines, including:
· prioritising the safety of children over individual privacy,
· seeking informed consent from the relevant person for information sharing except when this could increase the risk to them or to another person,
· sharing information without consent only to facilitate assessment of or intervention to improve the safety of a person or people at risk, and
· only sharing information without consent with prescribed entities as defined in the Domestic and Family Violence Information Sharing Guidelines.
Facilitating Informed Consent for Information Collection and Use
In order to carry out our service responsibilities, Organisation collects, stores, uses and discloses personal information about the people engaging with our services. In doing so, we comply with the obligations placed upon us by the Privacy Act 1988, Information Privacy Principles, Right to Information Act 2009 (Qld), Human Rights Act 2019 (Qld), our service agreement (particularly standard 18.3 and 18.4), and professional standards for Queensland services specify relevant standard/s if appropriate to facilitate the informed consent of clients/client families to these practices and, in particular, to the limited sharing of personal information. This includes:
· Describe your processes for informing clients/client family members of your organisation’s information collection and storage practices, including:
· Why the information being collected is required (contractual/service agreement requirements, oversight of service appropriateness and quality, continuity of care, etc.).
· How lack of consent for information collection can be addressed (e.g., negotiation on amount of information collected, whether/how pseudonyms may be used, limitations to service provision where essential information isn’t provided where these apply).
· How personal information is stored.
· Their right to access personal information kept by the organisation and processes for doing so.
· How the information is generally/always used (internal review processes, reporting to funder/s, etc.).
· Further potential uses of information (sharing with client/family member consent to support collaborative work with other providers, sharing details with authorities for purposes of safety) particularly where these may occur without client/family member consent (e.g., meeting child protection requirements, reporting an immediate risk to emergency services). Note links to service type procedures (below) where appropriate.
· Their right to request amendments and processes for doing so.
· How long the record will be kept (e.g., at least seven years under Service Agreement Standard Terms or longer periods for specific information/service types such as sexual violence-related information).
· When and how the record will be destroyed.
· Describe you processes for informing clients/client family members of your organisation’s legal, contractual and professional requirements for information sharing, including the limits of confidentiality. Include the variety of methods of information-sharing generally used and those available when needed, including:
· What is included in the privacy notice/statement/information-sheet provided to each person engaged with the service (as per Service Agreement Standard Terms 18.3).
· Easy-read, plain language, alternative language and other adaptations of privacy statement/information-sheet that are available or able to be created and how these are used.
· Verbal discussion/consent conversation requirements on staff engaging with clients/client family members and how and when these are to be conducted and reinforced (e.g., at first contact/intake appointment then regularly throughout work with the client/client family, etc.).
· How clients/client family members are notified of their rights, including the right to privacy, to give or withhold informed consent, to withdraw consent at any time, and to make complaints, and processes for upholding these rights.
Information Storage
All records that contain client or staff personal information are stored in secure environments with appropriate controls on access.
· Outline types of information stored and timelines for storage, if not identified in service type-related procedures (below).
· Describe how you secure information in electronic storage, such as use of Australian servers for electronic storage, limitations to access (e.g., password and identity verification/two-factor identification processes), and methods for preventing illegitimate access. Refer to any legislative/contractual standards your organisation must meet for information storage.
· If your organisation uses hard copy records, describe how these are stored and secured (e.g., in locked cabinets within secure organisational facilities) how access is limited, and how records are securely transported if transportation of records is allowed.
· If your organisation uses a records register: Records containing personal information are documented in the records register by the creator of the record. The records register identifies outline inclusions, e.g., where each type of confidential record is stored, who is responsible for it, protections, and timeframes for recording/destruction.
[bookmark: _heading=h.m0wazy1okri7]Information Access
· Identify all roles with access to protected/secured information and any limitations to their access (e.g., key workers having access only to own clients’/client families’/client groups’ records; ‘team confidentiality’ arrangements; management staff with access to all records).
· Describe your process for responding to request for information access, e.g. Clients and nominated representatives have a right to access the personal information we hold about them. Requests to access personal information can be made to Position Title or, if made to another staff member, referred by that staff member to the Position Title. All requests are met with respect and understanding.
· The staff member receiving the request is responsible for providing the client/nominated person with a summary of the access process and anticipated length of time to comply with the request.
· The Position Title is responsible for reviewing the request, determining the suitability of access, and providing or directing another staff member in how to provide access to the relevant information.
· Where safety, legal or contractual issues limit the information it is suitable for a client/nominated person to access, the Position Title is responsible for determining an appropriate response to the request.
· No staff member may provide information or facilitate access to information where this could breach another person’s confidentiality or place the client or another person at risk.
· If you engage contractors/sub-contractors, outline the processes used to meet your obligations under the Information Privacy Act (see Contracts and Other Agreements for further information).
Managing Breaches
Inappropriate and illegitimate exposure or sharing of client or staff information is a serious breach of our responsibilities. To manage the risk of breaches and to address the effects when breaches occur, Organisation:
· Describe any methods used to monitor for/identify breaches.
· Outline when and to whom breaches are reported, e.g. Organisation has a responsibility to report any confidentiality or information privacy breach to the person whose information has been inappropriately shared or exposed. Where the breach is likely to result in harm, we report this to the affected individual(s), the relevant funding body/Department, and Office of the Australian Information Commissioner where appropriate.
· Describe other processes undertaken to manage breaches, e.g., review and updating of storage systems and access, consequences for staff (including volunteers) who share information, roles with responsibility for developing plans to prevent similar breaches in future, etc.
· Outline the timeframes for all actions identified (reporting and other management processes).
Privacy and Confidentiality Complaints
All staff and clients have the right to complain about Organisation’s privacy, confidentiality and related policies, procedures and practices; complaints may be made to Organisation directly or to the Office of the Information Commissioner.
· Outline how staff and clients are informed of this right, including varied methods of information and variety of materials used (as per informed consent procedure).
· Describe your processes for receiving and responding to complaints, including timeframes and roles involved.
· Overview complaints management process or refer to relevant complaints management policy and procedures to be applied/followed in response to complaints.
Child Protection Placement Services and/or Child Protection Support Services and/or Family Services
Remove section if service types are irrelevant. Adapt heading as appropriate. Add/remove detail as appropriate.
All our work with children and young people is subject to the same requirements for protection of privacy and confidentiality as outlined in other parts of this policy and procedures, with due consideration to the increased vulnerability of children/young people and the potential for their parent(s) or guardian(s) to have involvement appropriate to the developmental level of the child/young person and other relevant considerations. In supporting children’s/young people’s safety, rights and self-determination, we:
· Outline how you modify informed consent and information sharing processes to be consistent with developmental levels and involvement of parents and guardians.
· Describe additional protections applied to children’s/young people’s records, if applicable, beyond those outlined in relation to children/young people subject to the Child Protection Act outlined below.
· Describe what information you share and how you share it with the parents/guardians of children/young people, including strategies for identifying and addressing risks that could be posed through information sharing (e.g., in situations of child abuse/DFV).
· Outline your processes in relation to potential privacy/confidentiality risks related to the activities you undertake with children or the engagement of children/young people with other clients, groups, the media or social media, such as the consent for and use of images of children/young people within your organisation.
Where our work is carried out with children/young people under the Child Protection Act 1999 and in relation to the relevant DCSSDS Service Agreement (Child Safety and Youth), we are required to meet obligations under both the Act and the Child Protection Regulations 2023, including that we: 
· Keep and share information in accordance with relevant guidelines and only for proper purposes.
· Keep a record for each relevant child/young person with information as outlined in the Recordkeeping Guide for Funded Non-Government Organisations and Service Agreement Funding and Service Details (for your reference, key sections are 4.9 and 4.10). Outline the information included in your records for clients under the Child Protection Act 1999 and section 29 of the Child Protection Regulations 2023.
· Transfer client files to DCSSDS following the steps set out in the relevant document, e.g., Recordkeeping Guide for Funded Non-Government Organisations, including when a child/young person exits the service, is not longer subject to the Child Protection Act or turns 18, or if we cease to provide the relevant service.
· Provide DCSSDS with access to each child’s/young person’s file upon request.
· Follow any directions given by DCSSDS in relation to the storage or destruction of the file.
· Notify DCSSDS immediately of the death or life threatening injury or risk or other incident or harm as defined by the Child Protection Act and/or clause 4.5(d) (notifying major incidents) of the Standard Terms.
· Add any further processes you use to meet responsibilities under section 29 of the Child Protection Regulation 2023.
Domestic and Family Violence Services
Remove section if service types are irrelevant. Adapt heading as appropriate. Add/remove detail as appropriate.
Our work with people affected by or using domestic and family violence (DFV) is undertaken in accordance with the policy and general procedures in this document, as well as the requirements of the Domestic and Family Violence Protection Act 2012 (DFVP Act), the commitment to proper purposes for information sharing and privacy as described in the Child Protection Act 1999 section 159c, and the guidance of the Domestic and Family Violence Information Sharing Guidelines; Domestic and Family Violence: Common Risk and Safety Framework; Domestic and Family Violence Services: Practice Principles, Standards and Guidance; and relevant contracts. In accordance with the DFVP Act, our approach to privacy and confidentiality is underpinned by the principles that:
1. Whenever safe, possible, and practical, a victim‑survivor’s informed consent should be obtained before sharing their information.
2. The victim‑survivor’s safety, protection and wellbeing are paramount and take precedence over the need to obtain their consent.
3. Before disclosing information, consideration must be given to whether sharing the information is likely to adversely affect the safety of the victim‑survivor or another person.
In addition to the policy, principles and procedures already described, our privacy and confidentiality procedures in working with people affected by or using DFV are:
· All staff receive training and instruction, both at induction and during each year of employment, on the legislative, contractual and other obligations relating to privacy and confidentiality, information collection and use, and information sharing with and without client knowledge and/or consent, to provide sufficient understanding and skill to meet their responsibilities. This includes outline the initial training and ongoing professional development you provide or provide access to, such that all staff have training and information sufficient to guide them in working in accordance with relevant legislation and other requirements relevant to privacy and confidentiality, information collection and use, and information sharing with and without client knowledge and/or consent. Commitments and processes should include workshops/in-person training, refresher training where appropriate, regular engagement in professional development activities, and internal upskilling and supervision by appropriately qualified and experienced managers/senior staff.
· Outline how your staff collect information about, assess and document DFV-related issues, needs and/or risks.
· Describe your approach to informed consent for information collection and use with particular reference to your responsibilities under relevant legislation and frameworks, the limits to confidentiality, and the prioritisation of safety over the privacy of any individual, including a client affected by or using DFV.
· Outline the situations in which information will be shared:
· with client knowledge and consent (e.g., in most circumstances, where referral/collaboration is agreed to, etc.),
· regardless of client knowledge or consent (e.g., where it is necessary to arrange for the assessment or lessening/prevention of DFV threats to safety), and
· in the context of a decision that gaining consent could increase the risk to a client or another relevant person (consent is generally not sought from a person using DFV; notifying or requesting consent from a parent of a child at risk may increase risk to that child; etc.).
· In accordance with the secure management processes in the DFV Information Sharing Guidelines, describe how staff communicate to the receivers of information that the inappropriate disclosure of the information will have harmful consequences for safety; the information is provided on the basis that the receiving service provider does not use it for any purposes other than those outlined in the referral/information request; and/or the receiving service provider must not disclose the information further without the victim‑survivor’s consent unless an appropriate exemption applies.
· Outline how you manage the risks that information-sharing can involve or link to documents that do so.
· Describe how client information is recorded such that if it must be shared (e.g., under subpoena) it will not increase risk to the client.
· Outline when and how information-sharing is recorded (in situations of referral, collaborative work, reports to authorities, etc.).
· Outline how information from other organisations is approached, in accordance with the DFVP Act principles regarding professional judgement, the expertise of other entities, and the shared holding of risk, as well as further steps for culturally aware and intersectional approaches to privacy and confidentiality decisions, if not addressed in other procedures. (For reference, refer to the DFV Information Sharing Guidelines, p. 7).
· If gathering electronic or audiovisual information, describe procedures for its collection, storage, retrieval and use, including how footage may be shared and how information collected via these means is protected, and relevant informed consent processes.
· Describe how staff identify where there may be barriers to the information processing required to provide genuine informed consent and how they present information to clients and confirm client understanding to check that the relevant information is understood before consent is granted.
· If your services include a residential (e.g., refuge) facility, include processes for protecting information about the service and its location.
· Describe any further steps undertaken to secure DFV information beyond the information storage outlined in the first procedure.
· Refer to the guidance on responding to risks to children in situations where a DFV risk/threat is present in relation to a child, if your organisation provides services for which the Child Protection Placement Services/Child Protection Support Services and Families procedures are relevant, or summarise the relevant procedures here.
Sexual Violence Services
Remove section if service types are irrelevant. Adapt heading as appropriate. Add/remove detail as appropriate.
We address the additional privacy and confidentiality considerations we hold as a sexual violence service provider, by:
· Providing training to all staff (or identify relevant roles), both at induction and during each year of employment, on the legislative, contractual and other obligations relating to privacy and confidentiality, information collection and use, and information sharing with and without client knowledge and/or consent, to provide sufficient understanding and skill to meet their responsibilities.
· Outline the initial training and ongoing professional development you provide or provide access to, such that all staff have training and information sufficient to guide them in working in accordance with relevant legislation and other requirements relevant to privacy and confidentiality, information collection and use, and information sharing with and without client knowledge and/or consent. Commitments and processes should include workshops/in-person training, refresher training where appropriate, regular engagement in professional development activities, and internal upskilling and supervision by appropriately qualified and experienced managers/senior staff.
· Outline how your staff collect information about, assess and document sexual violence-related issues, needs and/or risks.
· Describe your approach to informed consent for information collection and use with particular reference to your responsibilities under relevant legislation and frameworks, the limits to confidentiality, and the prioritisation of safety over the privacy of any individual.
· Outline the situations in which information will be shared:
· with client knowledge and consent (in most circumstances, where referral/collaboration is agreed to, etc.),
· regardless of client knowledge or consent (e.g., where a child has been or is at risk of being sexually abused), and
· in the context of a decision regarding which gaining consent could increase the risk to a client or another relevant person.
· Outline how you manage the risks that information-sharing can involve or link to documents that do so.
· Outline when and how information-sharing is recorded (in situations of referral, collaborative work, reports to authorities, etc.) and how informed consent is facilitated. Describe how you staff identify where there may be barriers to the information processing required to provide genuine informed consent and how they present information to clients and confirm client understanding to check that the relevant information is understood before consent is granted.
· Outline the processes in place to respond to any subpoena, including:
· discussing receipt of any subpoena with upper management or other relevant internal staff,
· how legal advice is sought, and
· how counselling notes are protected/how protections are enacted in your organisation (see Legal Aid for further information).
· Outline timeframes for maintenance of records, how they are stored/archived, and how/when records are destroyed, including any legislated minimum record maintenance period (e.g., until the person is aged 25).
Disability Services
In addition to the procedures described above, Organisation summarise how your service interacts with prescribed entities for other information (see Disability Services Regulation 2017 Section 9 – Prescribed entities for other information-Act, s 138R).
[bookmark: _heading=h.lvh9i952bnly]Related Policies and Procedures 
[bookmark: _heading=h.xe7cba1wmjkt]List all relevant/related policies and procedures, including any that discuss particular governance responsibilities and all those referred to in the body of this document. 
· Collaborating With Other Organisations Policy and Procedure
Supporting Documents 
List all relevant/related documents that are not policies and procedures, including registers, agreements, and guidelines and all supporting documents referred to in the body of this document.
Review
This document was last reviewed on date.
This document will be reviewed by date.
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